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The Technologies Behind

\

Hardware virtualization (VT-x)
Nested Virtualization

VMCS Shadowing

IOMMU (PCI Passthrough)
SR-IOV

ACS (IOMMU groups)

OpenNebula PCI Passthrough
libvirt Domain XML tweaks (VF Net only) OpenNebula

> Host
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Hardware Virtualization

inteL VT-x

AMDZ1  AMD-V or SVM

All CPUs, but may need to enable it in BIOS
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Nested Virtualization

Enables hardware virtualization in the guest

KVM feature
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VMCS Shadowing

e Hardware feature

e Accelerates nested virtualization

e Available in most CPUs since 2013 (Haswell)
Software-Only VMCS Shadow

True Guest

True Guest

Root VMM
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Source: https://software.intel.com/en-us/blogs/2014/12/12/enabling-virtual-machine-control-structure-shadowing-on-a-nested-virtual-machine



PCI Passthrough

Allows guests to have direct Host

exclusive access to PCI devices

e /0O MMU virtualization (IOMMU)
intel  VTd
AMDZ1 AMD-Vi

|0|v||v|u /VT d ]

Mostly used for GPU and NIC PCle

@@@@
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SR-I10V

Single Root I/O Virtualization Host
One physical device appears as
multiple virtual functions (VF) driver
Allows different VMs to share a
single PCle hardware

Mostly used for NIC (

IOMMU / VT-d

PCle




ACS and IOMMU Groups

Host

VM

Host driver
driver

Hypervis¢r / VMM

.—[ IOMMU / VT-d ]
I LAJ I

[ ACS

I
PCle
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Let's Do It
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Host

Hardware Virtualization
Check it is available with: 1scpu | grep vmx

Nested Virtualization
kvm-intel.conf: options kvm-intel nested=1
Check it in the guest with: 1scpu | grep vmx

VMCS Shadowing
kvm-intel.conf: options kvm-intel enable shadow vmcs=1
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PCI Passthrough & SR-10V
PCIl Passthrough

Enabled via kernel options:
Intel:
intel iommu=on ilommu=pt
AMD:

amd l1ommu=pt

SR-IOV
e Ensure SR-IOV and VT-d are enabled in BIOS.

e Setup VFs:

# echo '8' > /sys/class/net/eth3/device/sriov numvfs
StorPool
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ACS and IOMMU Groups

e Check ACS is supported

lspci -vv | egrep “Access Control Services”

e Check IOMMU groups

for a in /sys/kernel/iommu groups/*; do find Sa -type 1;
done | sort —--version-sort

/sys/kernel/1ommu_groups/20/devices/0000:
/sys/kernel/1ommu_groups/21/devices/0000:
/sys/kernel/1ommu_groups/22/devices/0000:
/sys/kernel/1ommu_groups/23/devices/0000:
/sys/kernel/1ommu_groups/24/devices/0000:
/sys/kernel/1ommu_group pv1ces/0000:
/sys/kernel/1ommu_group bv1ces/0000:
/sys/kernel/1ommu_group gevices/0000:
/sys/kernel/1ommu_groups/26/devices/0000:
/sys/kernel/1ommu_groups/27/devices/0000:

https://heiko-sieger.info/iommu-groups
-what-you-need-to-consider/
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https://heiko-sieger.info/iommu-groups-what-you-need-to-consider/
https://heiko-sieger.info/iommu-groups-what-you-need-to-consider/

Congratulations!

You are ready to run
Nested Virtualization !
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Enable PCl passthrough in OpenNebula

/var/lib/one/remotes/im/kvm-probes.d/pci.rb
/var/lib/one/remotes/etc/im/kvm-probes.d/pci.conf

PCI =

:filter: '15b3:1018" TYPE = "15b3:1018:0200",
VENDOR = "15b3",
:short address: [] VENDOR_NAME = "Mellanox Technologies",

[] DEVICE = "1018",
DEVICE_NAME = "MT27800 Family [ConnectX-5 Virtual Function]®
CLASS = "0200",
CLASS NAME = "Ethernet controller",

:device name:

ADDRESS = "0000:d8:17:5",
SHORT_ADDRESS = "d8:17.5",
DOMAIN = "0000",

BUS = "ds8",

SLOT = "17",

FUNCTION = "5"
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Tweak domain.xml

<hostdev mode="'subsystem' type='pci' managed='yes'>
<source>
<address domain='0Ox0000' bus='0xd8' slot='0x00' function='@x5'/>
</source>
<address type='pci' domain='0x0000' bus='0x01l' slot='0x01l' function='@'/>
</hostdev>

<interface managed="yes" type="hostdev">

<driver name="vfio" />

<mac address="02:00:11:ab:cd:01" />

<source>

<address bus="0xd8" domain="0x0000" function="Ox5" slot="0x00" type="pci" />

</source>

<address bus="@x01" domain="0x0000" function="0" slot="0x01" type="pci" />
</interface>

https://github.com/OpenNebula/addon-storpool/blob/master/docs/

advanced_configuration.md#vms-domain-xml-tweaking StorPool
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https://github.com/OpenNebula/addon-storpool/blob/master/docs/advanced_configuration.md#vms-domain-xml-tweaking
https://github.com/OpenNebula/addon-storpool/blob/master/docs/advanced_configuration.md#vms-domain-xml-tweaking
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Summary

VT-x

Nested Virt.

VMCS Shadowing

IOMMU (PCI Passthrough)
SR-IOV

ACS (IOMMU groups)

libvirt Domain XML (VF Net only)

CPU  BIOS Kernel

[]

[]

KVM | OpenNebula
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Thank you!

Venko Moyankov
venko@storpool.com

StorPool Storage
www.storpool.com
@storpool



